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ABSTRACT

Online surveillance is intelligence activity meant to collect digital
information from electronic communications networks, retain it, process
it,andanalyzeit—whethertheinformationis being conveyedviaalandline
telephone network, a cellular network, or computer communication.
The surveillance may be conducted in various ways: interception or
extraction of information from a network or end devices, gathering of
communications data from communications providers, and processing
of information from overt or covert sources, including data-mining or
machine-learning techniques. Now that much of human communication
is electronic, harnessing modern technology for large-scale collection,
storage, and statistical analysis of communications data can yield richer,

more detailed intelligence about targets of surveillance than ever before.

But along with the advantages of intelligence gathered from online
surveillance of communications networks, we must consider the
substantial privacy violations for the subject of the surveillance. Those
whose privacy is violated include not only the intelligence targets
themselves, but also those who come into contact with them. Moreover,

bulk data collection, which extracts massive volumes of communications
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data and content from a major communication link without limiting
the collection to particular intelligence targets, dramatically increases
the number of those affected. The right to privacy is not the only
individual right infringed by online surveillance: the chilling effects of
such surveillance may impair the subjects’ sense of overall freedom and
freedom of expression. When individuals are aware that they are, or might

be, under surveillance, they are likely to change their conduct accordingly.

The policy study “Regulation of Online Surveillance in Israeli Law and
Comparative Law” (Israel Democracy Institute, 2019) surveys Israeli law
as it applies to domestic online surveillance practices and compares it to
corresponding laws overseas. The survey findings indicate that oversight
of this activity in Israel is incomplete and in need of improvement. The
present policy study, “Oversight of Online Surveillance in Israel,” describes
the need for oversight of online surveillance, the various institutional
components of a national system for overseeing SIGINT (signals
intelligence), and the present state of oversight in Israel, as compared

with foreign law.

Main Conclusions

1. The Israeli system for overseeing
SIGINT activity is neither complete nor
comprehensive

From a temporal standpoint, ex-ante external oversight of SIGINT activity
in Israel is only partial, whereas ex-post external oversight of how online
surveillance measures are used and how information collected through
them is handled is almost completely absent. According to unclassified
publications, the people with the authority and ability to initiate in-

depth investigations of SIGINT—commissions of inquiry and the State



Abstract

Comptroller—initiate them only sporadically, and usually in the context
of law enforcement. Online surveillance in Israel is not subject to regular

external oversight in any stage of the SIGINT production chain.

2. The Israeli oversight system is
cloaked in a veil of secrecy

Some of the rules regulating online surveillance practices in Israel are
confidential, as is oversight of these practices. Parliamentary oversight
activity (some of it anchored in law) by the Secret Services Subcommittee
of the Knesset Foreign Affairs and Defense Committee is not made public;
nor is the attorney general’s executive oversight of SIGINT practices.
Given that periodic reports by officials in other countries' national SIGINT
oversight systems are made public, it appears to be possible to publish
them while still protecting state secrets, ongoing operational activities,

intelligence sources, and methods of operation.

3. Israel lacks a specialized,
independent agency assigned to oversee
SIGINT activity

Not only does oversight of online surveillance in Israel just partially
cover SIGINT activity for national security purposes, there is also no
external agency assigned specifically to oversee SIGINT activity on a
regular basis. Online surveillance in Israel is currently overseen by non-
specialist bodies that lack the technological and intelligence expertise
needed to independently review online surveillance as practiced in Israel.
Furthermore, their oversight of SIGINT activity in Israel is neither regular

nor continual.

\
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Recommendations

1. The ideal model for oversight of
SIGINT activity: a national SIGINT
commission

We propose establishing a national SIGINT commission—an independent,
external body designated to oversee online surveillance activities as
carried out by government authorities. The aim of the commission’s
oversight would be to ensure that the authorities are acting in accordance
with the law while protecting human rights and civil liberties, and to serve
as another agency overseeing the effectiveness (in terms of intelligence)
of the online surveillance practices employed by the authorities. The
commission would oversee the entire SIGINT production chain: collection,
storage and retention, selection and examination, and analysis of

information.

We propose authorizing the commission to serve an ex-ante oversight
function by requiring its prior approval of online surveillance warrants (as
in the British “double lock” model). Second, the commission would oversee
implementation of the warrants and would review online surveillance
practices ex post facto, partly through thematic reviews of various aspects
of SIGINT activity by security and law enforcement agencies. Third, it
would serve as a destination for complaints by citizens and employees in

these agencies regarding matters within its purview.

The SIGINT commission would be staffed by judicial commissioners
qualified to serve as district judges; their approval would be required for
any ministerial or judicial online surveillance warrant. In addition, the
commission would include inspectors who would not have to be trained

jurists; their job would be to oversee the SIGINT activity ex post facto.
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Both groups would be aided by a professional support system made up of

a combination of intelligence, law, and technology experts.

The commission would have complete access to the information held by
the agencies it oversees and would periodically issue unclassified public

reports of its findings.

2. An alternative, “bare-bones” option
for improving the present situation

The study proposes a general outline for improving the present situation
and rectifying some of the weaknesses of the Israeli SIGINT oversight
system, as an alternative to the recommended model of establishing
a national SIGINT commission. These proposals can serve as interim
solutions in the absence of an independent supervisory body designated

to oversee SIGINT activity.

® Broadening judicial coverage: We propose requiring ex-ante judicial
review of wiretapping and of actions to obtain communications data for

national security purposes.

® Strengthening the expertise of the present SIGINT oversight system:
We propose conducting special training programs for judges who hear
requests for online surveillance warrants, and designating a particular

individual in the Attorney General’s Office to handle SIGINT issues.

® Bolstering the adversarial element in ex-ante proceedings: We propose

using external experts as amici curiae, as in the American model.

® |ncreasing transparency: We propose making publicthe annual statutory
reports on the scope of online surveillance permits given to the Israel
Security Agency. Furthermore, we propose making the expired temporary
order in the Communications Data Law permanent, and requiring the

publication of annual reports detailing how the powers stipulated in the
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law have been exercised. The degree of detail in the present and proposed
annual reports should be increased, and the classified rules pertaining to
the SIGINT activity of Israeli security agencies should be made public. In
addition, we recommend periodically reviewing the classification level of
judicial and ministerial decisions pertaining to online surveillance orders,

and making those of public interest public, subject to security constraints.
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