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Anton Ivanov, David Emm, Fedor Sinitsyn, & Santiago Pontiroli, 95
Kaspersky Security Bulletin 2016; Story of the Year: The Ransomware
Revolution, SECURELIST (Dec. 8, 2016)

MCAFEE LABS, MCAFEE LABS THREATS REPORT (March 2018); John Love, Malware 96
Types and Classifications, LASTLINE (March 28, 2018); Roger A. Grimes, 8
Types of Malware and How to Recognize Them, CIO (July 25, 2018)

Jon Ungoed-Thomas, Robbin Henry & Dipesh Gadher, Cyber-Attack 97
Guides Promoted on YouTube, THE SUNDAY TIMES (May 14, 2017); Alex Hern,
WannaCry, Petya, NotPetya: How Ransomware Hit the Big Time in 2017,
THE GUARDIAN (Sep. 30, 2017); Danny Palmer, WannaCry Ransomware Crisis,
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One Year On: Are We Ready for the Next Global Cyber Attack?, ZDNeT (May
11, 2018)

Fred Donovan, Despite Flashy Attacks, Healthcare Ransomware 98
Attacks Decline, HEALTH IT SECURITY (July 23, 2018)

MCAFEE LABS, MCAFEE LABS THREATS REPORT (August 2019) 99

Kaspersky Security Bulletin 2019: Advanced Threat Predictions 100
.70 v"n 77yY7 ,for 2020

.6-5 'nya ,59 v"n 77y7 ,2020 127°D n9 ’yn nnan 101

Fileless Malware Execution with PowerShell is Easier than You 102
May Realize, McAFEE (Technical Brief, March 2017); What You Can Do About
Powershell Threats, BRoabcom (Dec. 26, 2017)
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Could Have Prevented, AvasT (Oct. 26, 2017)
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.108 v"n 77yY ,King 116



712770 NJANT 12770 118770 ,117°00 2NN 7Y (X 770 | 27277°D 1an | 171 1173770 gnn

T W 0TI NN .1
Ny Nt e

TITID17 71117 T11D™MIX 11 1712 X TN 11171910 YX17 TINX 1157711 11727 11y
IWAX IN17D ,TIIM71TINT 77711 1090 T1NRA DY WX 11101701
D'T1i17 7127 71710 10 T .J110011 7190 VIX'A7 70171 171117 '01i7
OXT1711 ,710{7711N0 NAWNINNAG TI2VNYT ATNTNA INXKY7 177110 TIX 71000
AWANN 7711 7 71N NIITA 2711077100 TI2VNAN TNTAT71 10X7
TIDIVN 77110 M7 7V TIXND Y701 1711712 X170 1IX 1'Mon7 ni7in7

119N TN 7192 191X 17071, 710771000

D'1NN1 D'%77N1 WINN WIN'W DXV | WIN'W1 JNXXNIT NI 1711
11 VTN 197N TNWAXN D201 7701 7¥ OXAaa JNNTE7 17010
11D NAIN NI 7Yn7 0 T TITNDIDOX NI'a1 0710
TIXDIA 7w 117'W 7V NODDIIN A7 777100 D X¥n1 WannaCry f11120i
TUAXT 7V 02D NQZNNYT7 YN WX D701 :JINNXR 17111 7w N7
17111 22016 'WN1 W171111 {711 7V 101D NAQ7NN71 2014 11N1111 110
T1LNY7 (NSA) T1MaN TNXIXRD "NIXRT 1IND'A7 T1I2100 T 7V 12V1 iy
7V 17701 70110 X107 12w ATV 07011 72,171 X7W ni7nviim 71

120 MNTI7 71172172 0270 T07710N 0'N77 0
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Industrial Control Safety Systems, CSO ONLINE (Dec. 15, 2017);
Proofpoint Staff, New Modular Downloaders Fingerprint Systems,
Prepare for More - Part 1: Marap, PROOFPOINT (Aug. 16, 2018)

Security Response Team, What You Need to Know About the WannaCry 118
Ransomware, SYMANTEC (Oct. 23, 2017)

Scott Shane, Nicole Perlroth, & David E. Sanger, Security Breach 119
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Times (Nov. 12, 2017)
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Peter Suciu, Why Cyber Warfare is So Attractive to Small 228
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Evelyn Rupert, Report: Russian Propaganda Efforts Propelled 229
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Dan Craigen, Nadia Diakun ;988-987 'nya ,210 v"n 77y7 ,Kosseff 231
Thibault, & Randy Purse, Defining Cybersecurity, 4 (10) TECHNOLOGY
INNOVATION MANAGEMENT REV. 13, 13-14 (2014); Myriam Dunn Cavelty & Florian J.
Egloff, The Politics of Cybersecurity: Balancing Different Roles of the
State, 15 (1) ST. ANTHONY'S INT'L REV. 37, 38 (2019)

Cybersecurity, OxForRD ONLINE DICTIONARY (2019) 232
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.17 'nya ,231 v"n ¥°yY7 ,Craigen, Diakun Thibault, & Purse 233

Juliana De Groot, what is Cyber Security? Definition, Best 234
Practices & More, DIGITALGUARDIAN (Oct. 5, 2020); What is Cyber-Security,

KASPERSKY

Luke Irwin, Do You Know the Difference Between Cyber Security 235
and Information Security?, IT GOVERNANCE (Aug. 9, 2018); Jake Olcott,
Cybersecurity Vs. Information Security: Is There A Difference?

BITSIGHT (Sep. 15, 2019)
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TI1317 VTN TINDAX "2 712'AN{1 TIT171 D2 17 ZEA711 A0 1MITNX AT1TI0 7Y
1717 7201w 1) NaAmD

William C. Barker, Guideline for Identifying ;235 v"n 7°y7 ,Irwin 236
an Information System as a National Security System (NIST Special
Publication 800-59, 2003); TIM MAURER & ROBERT MORGUS, COMPILATION OF
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1MAN 'TAN 2015 TIWN X7 AR 110 1121 710 ,i1NA1T7 .07 NNNY7 7101
1121 XY — 12"0 711271 JTNLNT NDIX TIW71IN 270 D1'R 1120 0NN
7T 7V T11VN VTN T1DIVN 11 7V (DNIXNIT YT 7V IX VTN TIDIWN 7Y
7712 11X X — ZFHINDAX TIW71N 1X 120 D1'X 19N, [ITYNART 12VIN IR

239 I NIAN" NN NI T

EXISTING CYBERSECURITY AND INFORMATION SECURITY RELATED DEFINITIONS 35-37
(Policy Paper, New America 2014)

Eric Luiijf, Kim Besseling, & Patrick Graaf, Nineteen National 2317
Cyber Security Strategies, 9 (1) INT'L J. oF CRITICAL INFRASTRUCTURES 3 (2013)

Cybersecurity Information Sharing Act, 6) 7102 m1nTannn nnd 1707 238
112 "Cybersecurity Purpose" 1°7an 102(4) 7°yp .(U.S.C Chapter I, 2015
"[...] the purpose of protecting an information system or information
that is stored on, processed by or transiting an information system
102(5) n7yp .from cybersecurity threat or security vulnerability"

113 "Cybersecurity Threat" 1771an

(A) IN GENERAL.-Except as provided in subparagraph (B), the
term "cybersecurity threat" means an action, not protected

by the First Amendment to the Constitution of the United
States, on or through an information system that may result
in an unauthorized effort to adversely impact the security,
availability, confidentiality, or integrity of an information
system or information that is stored on, processed by, or
transiting an information system.

(B) EXCLUSION.-The term "cybersecurity threat" does not include
any action that solely involves a violation of a consumer term
of service or a consumer licensing agreement.

"[...1 any attribute :73 "Security Vulnerability" 277an 102(17) 97yD
of hardware, software, process, or procedure that could enable or
facilitate the defeat of a security control"

.988-987 'nya ,210 v"n 77y7 ,Kosseff 239
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:31 'nya ,236 v"n 77¥7 ,MAURER & MORGUS 7XX 7817170 TIN7X2 NITANN OX IX1 - 240

Cyber-security commonly refers to the safequards and actions
that can be used to protect the cyber domain, both in the civilian
and military fields, from those threats that are associated with
or that may harm its interdependent networks and information
infrastructure. Cyber-security strives to preserve the
availability and integrity of the networks and infrastructure
and the confidentiality of the information contained therein
(European Union, Cybersecurity Strategy of the European Union: An
Open, Safe and Secure Cyberspace, 2013, p. 3).

,236 p"n 77y7 ,MAURER & MORGUS 7XX (DN7D17N D1AIN1) N°D112 NITANN DX 1K1 241
"A set of conditions under which all components of cyberspace :26 'nya
are protected from the maximum number of threats and impacts with
undesirable consequences" (Russia, Concept Strategy for Cybersecurity
of the Russian Federation, p. 2)

126 'my1 ,236 "N 77y7 ,MAURER & MORGUS 7XN N77AIN1 NITANN 0K 1IN 242
"Cyber security embraces both the protection of the UK interests in
cyber space and also the pursuit of wider UK security policy through
exploitation of the many opportunities that cyber space offers [...]"
(United Kingdom, Cyber Security Strategy of the United Kingdom:
Safety, Security and Resilience in Cyber Space, 2009, p. 9)

'nya ,236 v"n 77¥7 ,MAURER & MORGUS 7XN N7720 NIXIXA NITAND AN XY 243
"The ability to protect or defend the use of cyberspace from cyber :26
attacks" (United States of America, Committee on National Security
Systems National Information Assurance Glossary, 2010, p. 22; United
States of America, NIST Glossary of Key Information Security Terms,
2013, p. 58)

128 'nya ,236 v"n 77y7 ,MAURER & MORGUS 7XN T171731 Nn1TANN ON 1IN0 244
"Cyber security means the desired end state in which the cyber domain
is reliable and in which its functioning is ensured" (Finland,
Finland's Cyber Security Strategy, 2013, p. 13)

127 'nya ,236 "0 77y7 ,MAURER & MORGUS 7XX N?IN1A1 NTANN OX 1K1 245

(6lobal) cyber security is the desired objective of the IT security
situation, in which the risks of global cyberspace have been
reduced to an acceptable minimum. Hence, cyber security in Germany
is the desired objective of the IT security situation, in which the
risks of the German cyberspace have been reduced to an acceptable
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X 1'NT YT 7V 1110 120 11120 1172 11 WIn'w7 17 anwyy m77e
7¥nN7 VTN DI'XY D™MIT 7V1 VTN DI'RY D711 7V 1"00 IN0N1 vl

248 91D INNN TIYXNXD D'WIIY 7NN MIXIN IX DT JI1M101

VTN TINDLIX TVl N30 1NNV N 72 7V 7101 OT7RNN T
W' 72 DIYN .MI¥N X1 11W 1NN IX 71N112D79 751 yT'N 7V f110d 170N
TINYXNXA W11 VTN ITAY 733 010 N1AN7 YT N1 "2 INY0N 10'an

23D NI TNI2IN 1M YT TINDAX 111217 17 17V 17107 1270 2NN

minimum. Cyber security (in Germany) is the sum of suitable and
appropriate measures. Civilian cyber security focuses on all IT
systems for civilian use in German cyberspace. Military cyber
security focuses on all IT systems for military use in German
cyberspace (Germany, Cyber Security Strategy for Germany, 2011,
p. 15; Germany, Federal Office for Information Security (BSI):
Glossary/Terminology).

:29 'nya ,236 v"N '77y'7 ,MAURER & MORGUS 7XX N71AJINL NITANN DK 1K1 246

Cyber security is the continuous and planned taking of political,
legal, economic, educational, awareness-raising and technical
measures to manage risks in cyberspace that transforms the
cyberspace into a reliable environment for the smooth functioning
and operation of societal and economic processes by ensuring

an acceptable level of risks in cyberspace (Hungary, Annex 1 to
Government Decision No. 1139 / 2013 National Cyber Security
Strategy of Hungary, 2013, p. 13).

13182 "1277°D NIAN" AN OX 2015 niwn n7pnn av7nna n1PTAN 7KW n12Tn 247
7y1717K1 12770 "N1°K DY MITTINANYT1 n1°nY7 ,711037 ,ny?an7 n171yan 717on"d a0
;"DN°INKY71 027002 ,00IPNINN DIV OXT1, 00N DIAID 77101 DOYIPN D1XNX71 1177D
727700 NIANYT DPNIK7N N12IY7AN DT 3370 n7ennn 7v 2444 ap'7nn X0

,NY?IN7 0IpTIn M171yan 71730" N2Inn OX 17 TAD 127700 710 17270 .(15.2.2015)
,0NN DIAJN 77101 DAYaIPN DIXNX7 ,1177D 017K 1X 1177°D N8°701 7197071 M1TTIn0nY
NJIAN 710 173707 1 77yD X1 ."YT?0 DNDAX N171y8 T 77221 ,00°1NK71 027002
.?DIX'70 127700 11yN1 117°Dn

NIST, GUIDE FOR CONDUCTING RISK ASSESSMENTS (Special Publication 800-30 248
Rev. 1, 2012)
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Thor Chernobai, Cybersecurity vs. Information Security, PROTECTIMUS :MiIN
(April 24, 2018)

X' VTN TINDIAXR 1T [y 07 VTN D1 11 1NN 'R TNNXR 1w
DNIIA7 W7 X77 XY 1111 72 7W DG T T00  NIARG 7Y 010
7V N7 X210 N1 .0'WIN X7 WInNTwl Tl 1190 11 [DNIXN XY
717121101 2*°;' 177X DN NNYY NI11 70 7w I N0 TR

VT TINDAXR 7V X137 7T X170 1130

SNIN71720 127700 TIAINAT TI77T 1711 ,07770DIK2 1721700 DTAAN L, 7Un7 a1 249
"Measures :30 'ny1 ,236 p"n 77y7 ,MAURER & MORGUS 7XX N771DDIN1 N1TANN OX X1
relating to the confidentiality, availability and integrity of
information that is processed, stored and communicated by electronic or
similar means" (Australia, Cyber Security Strategy 2009, p. 5)
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Di"7VY D'TNWil D'RXN1 12w 2TNA 177 7V 71910 1771 1270 1A

D171 D'IDNIXN

250 0IAIAN O'I17 DN V7 W DN TINYAT T30 70 [ (2)

N'uInT NIITA 7Y M2 YTD DNVIN, 12D hian |11 DA .2

WIR VTN 7V DR 7W 107w X, T11731700 TNMIXTIN a7 , 711010
;T 121N A7W NP1 OTX 7w TI'WAINGA N'NA7 71PN X 17V
X7 TY711 N'DAAY7 DTX 7Y 12T WIN'TMY7 1'WON X' VT TINDAX

217 DT WNINT

7V 1112711 121TNAWI N1720 ,VT'N TINDIXY7 110 112 11 719N 11T14711
MT7N RITT X 1IX 1WON X1 01 1206 711211 0270 NN WAl VTN
25 N'WD1 ,7WNYT MO TY7 TIXRD 1T 11130 227101007 0TX 7w 171107 WInny

:30 'nya ,236 p"n 7°y7 ,Maurer & Morgus 7XX ,T177T 1712 21 TaNN OX X1
"The practice of making the networks that constitute cyber space as
secure as possible against intrusions, maintaining confidentiality,
availability and integrity of information, detecting intrusions and
incidents that do occur, and responding to and recovering from them"
.(New Zealand, New Zealand's Cyber Security Strategy, 2011, p. 12)

,236 p"n 77y7 ,Maurer & Morgus 7XX ,?D1X71710 N17700 11A7IX2 NOTANN AKX XD
"Cyberspace security [is] defined as the preservation of :32 'nya
confidentiality, integrity and availability of information in
Cyberspace" (International Organization for Standardization, ISO /
IEC 27032:2012)

.234 p"n 77y'7 ,De Groot 250

Mark R. Heckman, The Difference Between Data Security and 251
Privacy, UNITED STATES CYBERSECURITY MAGAZINE (2017)

Wolf J. Schiinemann & Max-0tto Baumann, Introduction: Privacy, 252
Data Protection and Cybersecurity in Europe, in PRIVACY, DATA PROTECTION
AND CYBERSECURITY IN EUROPE 1-14 (Wolf J. Schiinemann & Max-0tto Baumann
eds., 2017)
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Ted Julian, Defining Moments in the History of Cyber-Security 257
and the Rise of Incident Response, INFOSECURITY MAGAZINE (Dec. 4, 2014)

.136 v"n 77yY7 ,The History of Cyber Security 258
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.136 v"n 77y7 ,The History of Cyber Security 260
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UK Launches First National CERT (Cabinet Office and the RT Hon. 261
Lord Maude of Horsham Press Release, March 31, 2014)

.IMIX'70 127700 11yn L (CERT) 12770 2y1719K 710717 72X 1200 262

Eric Domage, The Evolution of Anti-virus, INFOSECURITY MAGAZINE 263
(Jan. 1, 2009); Paul Gillin, How Virus Protection Software Has Evolved
with the Threat Landscape, SECURITYINTELLIGENCE (July 17, 2017); SYMANTEC,

INTERNET SECURITY THREAT REPORT (vol. 24, 2019)
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.42 p"n 777 ,GDPR 265

Nick Ismail, Securing the Future: The Evolution of Cyber 266
Security in the Wake of Digitalisation, INFORMATIONAGE (Feb. 13, 2018);
MARKETWATCH, CYBER SECURITY MARKET 2018 GLOBAL ANALYSIS, SEGMENTS, SIZE,
SHARE, INDUSTRY GROWTH AND RECENT TRENDS BY FORECAST To 2023 (2018); Gartner
Forecasts Worldwide Information Security Spending to Exceed $124
Billion in 2019, GARTNER (Aug. 15, 2018); Louis Columbus, 2020 Roundup Of
Cybersecurity Forecasts and Market Estimates, ForBes (April 5, 2020);
Rodika Tollefson, Cybersecurity Budgeting and Spending Trends 2020:
How Does Yours Compare?, INFOSEC (May 19, 2020)
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Israel: A Global Center for Cyber Security, START-UP NATION CENTRAL 267

Aharon Aharon, How Israel Is Accelerating Cybersecurity 268
Innovation, THE TIMES OF ISRAEL (Nov. 12, 2018); Ofer Schreiber & Iren
Reznikov, The State of Israel's Cybersecurity Market, TECHCRUNCH (Jan.
14, 2018); Shoshanna Solomon, Israel Wins Second-Largest Number of
Cybersecurity Deals Globally, THE TIMES OF ISRAEL (April 15, 2018); Yoav
Leitersdorf & Ofer Schreiber, A Look Back at the Israeli Cybersecurity
Industry in 2018, TEcHCRUNCH (Jan. 6, 2018)

Gil Press, Israeli Startups Shine In The $92 Billion 269
Cybersecurity Market, Forses (Feb. 26, 2019)
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Finjan Team, Blacklisting vs. Whitelisting - Understanding 271
the Security Benefits of Each, FINJAN CYBERSECURITY BLoG (May 1, 2017);
Elizabeth Mack, What is whitelisting and How Should You Implement
It? SPRINGBOARD BLOG (June 11, 2018); Erin Brereton, wWhitelisting May Be
the Future of System Security, FEbTecH (Jul. 5, 2018)

.271 v"n 77y7 ,Mack 272
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.6 713 181 7W1IND D11AN D1Y?A87 YAl nanin7 273
.271 v"n 7797 ,Finjan Team 274

Bruce Schneier, whitelisting vs. Blacklisting, SCHNEIER ON SECURITY 275
(Jan. 28, 2011)

Tara Seals, 360k New Malware Samples Hit the Scene Every Day, 276
INFOSECURITY MAGAZINE (Dec. 14, 2017)
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Christopher Budd, Ten Years of Patch Tuesdays: Why :11A1X2 177000 1TDIN
It's Time to Move On, GEEKWIRE (Oct. 31, 2013)

Why Software Updates Are So Important, McAFEe (Sep. 19, 2017); 280
Steve Symanovich, 5 Reasons Why General Software Updates and Patches
Are Important, NorTON (Jan. 23, 2021)
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Management (NIST Special Publication 800-92, 2006)
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What Is Backup and Recovery? NETAPP 283

CLIFF SToLL, THE Cuckoo's E6G: TRACKING A SPY THROUGH THE MAZE OF COMPUTER 284
EsPIONAGE (2005)
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Steve Symanovich, What is a Honeypot? How It Can Lure 285
Cyberattackers, NorTON (May 26, 2020); Caleb Townsend, What is a
Honeypot? UNITED STATES CYBERSECURITY MAGAZINE

Yifat Mor, Using Dynamic Honeypot Cyber Security: What Do I Need 286
to Know? GUARDICORE (Oct. 10, 2018)
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Abstract

A woman dies due to a delay in treatment in the emergency room
following a cyber attack on the hospital’'s computer systems. Hackers
publish personal information about students in a school in a major city,
including their identity card numbers. A study on the development of a
vaccine against Covid-19 comes to naught because researchers’ access to
theirdatais blocked. Russia exploits a breach in the SolarWinds monitoring
software to infiltrate the computer systems of American government
agencies, security services, and private companies; the damage to US
national security is said to be comparable to that caused by the attack on
Pearl Harbor in World War I1.

These are just a few examples, some real and others just hypothetical,
of the potential harm of cyber attacks. As many aspects of our daily lives
become based more and more on instruments connected to central brains,
such as central information systems, digital assistants, pacemakers, and
self-driving cars, concern about cyber attacks is increasing. The Covid-19
pandemic has further intensified these concerns due to the growing
dependence of many entities—from workplaces and schools to hospitals

and research institutes—on remotely controlled systems.
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Thus,alongsidethetremendousadvantagesof cyberspacefortheeconomy
and society as a whole, there has been a sharp increase in the scope of
cyber attacks, in the number of targets, and in the economic damage
caused, as well as in the degree of effectiveness of the organized crime
groups or hostile countries behind the attacks. Due to all these factors,
it is necessary to look into the best methods of protecting cyberspace
activity and their regulation through legislation. This need has not gone
unnoticed by Israeli legislators, as we see from the memorandum on the
Cyber Defense and National Cyber Directorate Law, 2018 (hereafter: the
Cyber Law Memo), and from the effort, before the March 2021 elections,
to pass the Authority for Strengthening Cyber Protection Bill (Provisional
Measure), 2021—essentially an abridged, narrowly focused version of
the Cyber Law Memo in the form of a provisional measure that would be

in effect for just two years.

Before we discuss the regulation of cyber protectionin Israel, it is necessary
to explain and understand the terms used to describe cyberspace, cyber
protection, and cyber attacks and the related challenges. The purpose of
this study is to present the various terms associated with the protection
of cyberspace in order to give policymakers the knowledge and tools
needed to understand the balance of power in cyberspace and the
challenges associated with protecting it, as a basis for regulating the
issue in Israel. Along with this publication, we are publishing a document
on the regulation of cyberspace in Israel from a comparative perspective,
focusing, inter alia, on the development of the National Cyber Directorate

and the Cyber Law Memo.

The first and most important concept that must be understood is
“cyberspace”: The term refers to the internet as the main platform for
transferring information and data from place to place, as well as a range
of interrelated systems used for data and information transfer that are

not bound by physical or geographical limitations.
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Cyberspace has several unique characteristics that offer users many
advantages, but also make it fertile ground for attacks: First, transferring
information in cyberspace is many times faster than transferring it by
traditional means (air, sea, and land); information can be sent from
one end of the world to the other at inconceivable speed. Second, the
cost of carrying out an action in cyberspace, even one with far-reaching
consequences, is not high. Action in cyberspace does not require political
infrastructure or a large budget and can be carried out at relatively low
cost on a personal computer or by purchasing cyber-attack services from
private companies. Due to these two features, considerations of distance
areirrelevant in cyberspace, the familiar geographical borders are blurred,
and many actors—countries, substate organizations, and individuals—
have powerful attack capabilities. Furthermore, digital traces are erased
in cyberspace, making rapid, unambiguous identification of perpetrators
difficult. And above all these characteristics hovers the “hyperconnectivity”
of cyberspace: the ability of the various components of cyberspace—the
players (countries, small private companies, giant corporations, nonprofit
organizations, individuals, organized crime groups, terrorist organizations)
and the instruments (digital devices such as computers and smartphones,
as well as applications and software)—to communicate with one another
in diverse ways and on various levels and to transfer huge quantities of
information between them. As more and more services, information
systems, and products become interconnected (by the technology known
as “the Internet of Things”) and capable of absorbing and transferring
information from their environment and from one another, it becomes
easier for a cyber attack, which is waged by a computer program to spread
rapidly, to reach more systems, services, and infrastructure, and to cause

major damage.

These characteristics of cyberspace are also responsible for various
market failures, which in some cases may justify government intervention

in order to regulate and secure cyber protection. The cyberspace market is

\
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“two-sided”: on one side services and products are sold or given away for
free; and on the other side information about the behavior and “screen
time” of users of products is sold to information vendors and advertisers.
In this situation, the corporations are loyal not to the users, i.e., the
consumers of their products and services, but to the advertisers, who
are their main source of income. Moreover, corporations and information
vendors operating in cyberspace have no great incentive to invest in
information security and user protection. The market failures leading to
low investment in cyber protection stem from additional factors as well,
including the complexity of writing software and the race to be the first
to market a novel software product so as to achieve market dominance.
Another factor is the fact that developers of a software product that is not
secure and properly protected and is therefore vulnerable to cyber attacks
arenot held responsible, personally or wholly, for the consequences of their
actions (a phenomenon known as “negative externalities”) and therefore
they do not consider the danger of a cyber attack significant enough to
justify investing resources in improving cyber protection and information
security. A third factor is the inherent asymmetry in information between
cyber attackers and cyberspace defenders: for the attacker it suffices
to identify one cyber weakness in order to launch a cyber attack, but in
order to protect cyberspace one has to identify and locate every potential

weakness in advance and prevent exploitation of it.

Inadditiontothe marketfailures that stemfrom the unique characteristics
of cyberspace, it is important to bear in mind that the human factor in
cyberspace (the employees or subcontractors of the organization attacked)
is the weak link in cyber protection in an organization. Most successful
cyber attacks take advantage of the tendency not to install important
security updates regularly and routinely. One of the main distribution
channels for exploiting weaknesses and spreading malware is phishing,
which takes advantage of the tendency of internet and email users to click

on links or open files without making sure they do not contain malware.
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Raising users’ awareness of the dangers in cyberspace and adopting
principles and procedures for reducing the risk are vital for minimizing
the potential harm that can be caused by the human factor as the weak

link in the cyber protection system.

Understanding the complexity of a cyber attack is also essential to
drafting cyber protection policy. A cyber attack consists of several
dynamic stages of activity that may be carried out by different players
in cyberspace at different times, while maintaining active relations with
each other. The first stage of a cyber attack is known as “reconnaissance.”
In this stage attackers personally gather as much information as possible
on the system that they want to attack or purchase it ready-made in the
cyber attack marketplace in order to identify weaknesses: technological
breaches or unanticipated behavior of a computer system that enables
potential attackers to gain access or carry out actions that they are not
authorized to carry out. In the second stage, known as “weaponization,”
attackers prepare or purchase the malware that they will use to exploit
the weakness found and to carry out the cyber attack. There are various
kinds of malware: spyware, i.e,, tracking software; Trojans, i.e.,, malware
disguised as legitimate, useful software; bots, i.e,, malware that causes
the computer system being attacked to act as a robot and obey orders
given remotely; and ransomware, which encrypts the files in the computer
system under attack, thereby locking them until ransom is paid to the
attacker. In the third stage, the malware is delivered to the target of the
attack, the code in the malware responsible for exploiting the weakness is
activated, and access authorizations are obtained. Using them, attackers
install a “backdoor” in the system being attacked that enables them to
control it remotely and accomplish the goal of the attack (deleting files,
preventing access to them, destroying the computer system, gathering
and copying information from the system, spreading to other systems
connected to the attacked system, or installing spyware that tracks the

user of the system).
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The motives for cyber attacks are varied: companies try to obtain a
competitive advantage and therefore financial gain through industrial
espionage; terrorists sow destruction and fear in order to achieve their
objectives; and countries gather intelligence for the purpose of economic,
political, and security gains or as a full-fledged means of warfare. It is hard
to determine the total direct and indirect damage that can be caused by
a cyber attack with any precision, but estimates published from time
to time point to significant economic damage. In 2018, for example,
the Center for Strategic and International Studies and the McKinsey
consulting firm published a joint estimate putting the annual damage to

the global economy due to cybercrime at $600 billion.

The potential damage that cyber attacks can cause is wide-ranging:
the cost of replacing hardware and software, damage to infrastructure,
loss of human lives when emergency medical services are attacked, the
cost of resuming protection (e.g., installing new antivirus software),
compensation of customers, fines paid to state regulatory bodies, the
cost of interference with the proper functioning of a business, the cost of
identity theft and the fight against it, the cost of losing customers’ trust
and rehabilitating the company’s reputation, the cost of exposure of trade
secrets, and the cost of impairment of innovation and competitiveness
and of lost business opportunities, as well as psychological harm and
harm to society—such as actual disruption of daily life due to attacks
on essential services, loss of public confidence in the government and its
systems, loss of confidence in the ability to determine reality accurately,

and public polarization between different opinions.

Cyber protection is therefore essential, but the fact that it has no clear,
coherent definition makes it difficult to adopt a public policy in this regard.
Policymakers are faced with a series of definitions, each emphasizing the
importance of cyber protection to certain fields: national and personal
security, diplomacy and foreign relations, the economy, employment and

industrial development.
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As we see it, “cyber protection” should be defined as an aggregate
of activities, both proactive and reactive, aimed at contending with
threats to the integrity, reliability, and availability of the information
stored in computers, information systems and computer networks, and
other digital infrastructure, and helping these systems resume normal
functioning if such threats are carried out. It is important to stress what is
not included in the definition: Cyber protection does not concern threats
inherent in the information itself, such as expressions of hatred, libel and
slander, insults to public servants, violations of privacy, dissemination of
information that is under a publication ban for security or other reasons,

or attempts to influence elections.

However we define the term “cyber protection,” we have to bear in mind
how it relates to the fundamental right to privacy. Cyber protection is an
essential precondition for exercising the right of individuals to privacy,
even though it includes a range of topics that have nothing to do with
protection of personal information and privacy—for example, protection
of infrastructure and economic security. For this reason, a conflict of
interest sometimes arises between privacy and cyber protection, reflecting
an underlying clash between freedom and security. The most salient case
of such a clash is the ability to use services in cyberspace anonymously.
On the one hand, using cyberspace without identifying oneself is a way of
exercising one’s right to privacy. On the other hand, anonymous internet
use runs counter to the goal of cyber protection—namely, to make the
safe use of cyberspace possible, and therefore enforcement authorities
have an interest in identifying every user so as to prevent cybercrimes or

to identify those responsible for cybercrimes after the fact.

ix
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