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Memorandum on Improving Cybersecurity for Critical 81
Infrastructure Control Systems, 2021 DAaILY Comp. PRES. Doc. 622 (July 28,
.(2021 "nIx°p1 137N :1707) (2021

Mandatory Reliability Standards for Critical Infrastructure 82
Protection, 18 C.F.R. Part 39

DHS Announces New Cybersecurity Requirements for Critical 83
Pipeline Owners and Operators, HOMELAND SECURITY (May 27, 2021); U.S.
DEPRATMENT OF HOMELAND SECURITY TRANSPORTATION SECURITY ADMINISTRATION,
SECURITY DIRECTIVE PIPELINE 2021-02: PIPELINE CYBERSECURITY MITIGATION
ACTIONS, CONTINGENCY PLANNING, AND TESTING (July 19, 2021)
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Eric Geller, TSA Has Screwed This Up: Pipline Cyber Rules Hitting 84
Major Hurdles, PoLiTIcO (Mar. 17, 2022)

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, FRAMEWORK FOR IMPROVING 85
L(NIST 071210 :17n7) CRITICAL INFRASTRUCTURE CYBERSECURITY (version 1.1, 2018)
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17w

Andrea Arias, The NIST Cybersecurity Fraemwork and the FTC, ;ny 86
FTC (Aug. 31, 2016)

.85 v"n 77y7 ,NIST n°101n 87

An Introduction to the 1x1 NIST 021210 7w 07272700 1IX°nY7 88
Components of the Framework, NIST (Feb. 6, 2018)
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700X TIIXOWIW1 12"D 71217 D'NIN D7 — 17X 17190 "Iy 7w
0T 7Y DINDI'RIT "'WON1 1AM0 N1AT7 D'NIN 0157 121 °%4,0101711

%.(loT)

TNl 1A"0 7127 0'NIN 0'7721 D'DITIDD warw 17 1na1 NIST
7171 117N 179190 TIMID710 X7 1177770 111010 T 11D 1oz

.37 w"n 77y ,14028 n nix w1 ab7nn 89

Charlle Osborne, Everything You Need to Know about the Microsoft 90
Exchange Server Hack, ZDNeT (April 19, 2021)

Press Release, The White House, Fact Sheet: Biden Administration 91
and Private Sector Leaders Announce Ambitious Initiatives to Bloster
the Nation's Cybersecurity (Aug. 25, 2021)

NIST, SOFTWARE SUPPLY CHAIN SECURITY GUIDANCE UNDER EXECUTIVE ORDER (EQ) 92
.(NIST, SOFTWARE SUPPLY CHAIN :170'7) 14028 SECTION 4E (2022)

MICHAEL FAGAN ET AL., I0T DEVICE CYBERSECURITY GUIDANCE FOR THE FEDERAL 93
GOVERNMENT: ESTABLISHING 10T DEVICE CYBERSECURITY REQUIREMENT (NIST Special
Publication 800-213, 2021)

38



39

N1PN PIYN - 1277DA 2NN 7Y NIAND DOTDX .2 718

11"D"1 N'7V11 2A"Di 711120 DINT2 71217, 711WTN 1177017191 VT'N7 TNwN
NII'wa AMaYI 707 TIMTWNA DNIY7i D'RW11 DY TTTTIAMNL NDIN
7107 DXTINA °47071970 "NTRT TN TRTZR 126 TN 1A 17190
121x2 NIST m10111 7w nimra71 1137V7 '®InX NIST °°,NIST nj71 10701 7vw

oY

'NIITINA 0'01 7Y Wi iy 7an .3

'X'7120 X1 T1M30 TIXIXD 12701 11130 DINTIA 2101330 71°X7120 7w 011 110
N1 1T 210N 1'X71017 1721700 1i7°7X000 2 T3ATIn0 001 7V 11imy
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N7X'71A7 170 7y yraxnn 191xa NIST 021210 79 npi1asa 1°7nn x°n7 - 94
iHistory and Creation of the Fraemwork, NIST (Feb. 8, 2018)1x1 n2a1n7w
1707 2 7792 1.3.X 17yDa 11770 107

National Institute of Standards and Technology Act, 17 U.S.C. 95
§272(c)

NIyl n1°np ATY1 78 0PMX7007 DN?°7 A0 D23I07Pn n7X71A00 22X 0K 96
277730 7¥NNN 172 0713 72107 11X°7 171¥0 12T 1102777 TXT X°pIn 1996
magnn 7330 1027y 1AN7 2TJ 701N 1TANL D1°D?7 D1PApN 7 0°7°yan71 077yaY7
PRESIDENT'S COMMISSION ON CRITICAL INFRASTRUCTURE PROTECTION, 1X1 .1177D
.CRITICAL FOUNDATIONS: PROTECTING AMERICA'S INFRASTRUCTURES (October 1997)

Presidential Decision Directive/NSC-63 on Critical 97
Infrastructure Protection g§1-2, 63 Fed. Reg. 41804 (May 22, 1998)
NATIONAL INFRASTRUCTURE ADVISORY COUNCIL, ;(63 N?NIN?YI N1?D{717T :17n7)
CRITICAL INFRASTRUCTURE PARTNERSHIP STRATEGIC ASSESSMENT: FINAL REPORT AND
.(NIAC-n M1T :170'7) RECOMMENDATIONS 3-7 (2008)



7127700 DIAN 7P DOTDND PIADK 2 770 272770 1A | 173 1173°TR gnn

TITYXNXA D TRIXRTZ M1 1TND'M YTo0 7V MNYY7 arn'wn 17'n1
11D N1 D17 XYA7 07712 2N D000 N0 TTITY X710
NIT'Y TNWAXN D2 T 1'Y710 ,12 DX %8.01Tna 7727 annr a7y
TI"IAX IO 7w 7' 71117 *11'N D012 1071, 01w 1Y 7V 11 17190

%1101 NN 'L NNy

NIN7 121 TM2'WN TIUNN DY IRT 1N0AY TINTIR'WIN 1107000
IMX "OUN' NI71'0Y7 'XIT1D TIXRT TN T W Y7100 7 Mon7ni
TTIVT7 71D .171900 NIIT'W TIN7X7 D710 AN ITANYT '0100 000 1'1
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U.S. DEP'T OF HOMELAND SECURITY, NIPP 2013: ;97 w"n '7°y7 ,NIAC-n miT IX1 98
:17n'7) PARTNERING FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE (2013)
.(NIPP 2013

Executive Order No. 13691, Promoting ;98 v"n 7°y7 ,NIPP 2013 1x1 99
Private Sector Cybersecurity Information Sharing ggl1, 2(d), 80 Fed.
.(13691 n?nIX7wI ND7NN :17n7) Reg. 9347 (Feb. 13, 2015)

77y7 ,NIAC-n m1T ;4-1 0°37°yp1 ,97 v"n 7°y7 ,63 N NIN°PI 127071’ T 1IN 100
STEPHEN GOLDSMITH ;13,10 ,7 ,3 'nya ,98 v"n '7°y7 ,NIPP 2013 ;7-3 'nya ,97 v"n
& WILLIAM D. EGGERS, GOVERNING BY NETWORK: THE NEW SHAPE OF THE PUBLIC SECTOR
(2004); Boris Martor & Sébastien Thouvenot, Partnership Agreements or
the Revival of Public-Private Partnerships "a la frangaise,” 2 INT'L
Bus. L.J. 111, 133 (2004); RACHEL NYSWANDER THOMAS, SECURING CYBERSPACE THROUGH
PUBLIC-PRIVATE PARTNERSHIP: A COMPARATIVE ANALYSIS OF PARTNERSHIP MODELS 5, 38
(Center for Strategic & International Studies 2013)
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108 91D ANN1 DI7NYi

.6 17yD1 ,38 "0 7°y7 ,13636 D nIN°wI np7nn 102

.4 97yp1 ,37 p"n 7°y7 ,14028 n 01X w1 nv'7nn 103

.92 v"n 77y7 ,NIST, SOFTWARE SUPPLY CHAIN ,7vn7 ,1X1 104
.77y7 2 77191 2.8 97°yp2 11°T K1 105

1707 2 7792 4.X 97°yDa NPT X1 106

Information Sharing n1113nn 17X y7°n mI0°w7 M11apn 0°7n7 AaxAn 107
,63 NININPI N17D717T 1K1 .1998 niwa n71i7na ,and Analysis Centers (ISACs)
.2-1 m°37ypa ,97 v"n 77yY7

7107Y 7113210 07707 ©2 72 yagd ,99 v'n 77yY ,13691 n mix°pi nvb7nna 108
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TITIWT MTIN VT O1II'Y TDNY Ty 1X7107 DN 771N0
0011 W17wWn 101N 77N *0.Sector Partnership Model i X1 n1'o™y7
TIDM7 TTWTT TN 721 0'NR{71N0

n1>1n .(Sector Coordinating Council, SCC) m™itani DIX*T1 NXVIn (1)
JT'DM7 ITNIWN 7Y 077'WAn1 0'7V1 7Y 0190 0NAN DUAYIN 771 X
nI'W7 NNI19070 NIYNWN fXVINGN .0N7W TNDNN 'amyl INwil 7720

131D N0Y771 VA1 AW AM0 T2 1170 11100 7Y VTNl
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11071900 MIT'Y 01771 120 112717 1212770 71171912 717,710 '¥NXRN

Information Sharing and 0711300 ,7272 n1°V?77 D1°OPD7 0711130 DI7XKY YT7°N
.Analysis Organizations (ISAOs)

nv'7nn ;99 w"n 77y7 ,13691 n nIN7wa av'7nn ;98 w"n 77y7 ,NIPP 2013 109
Press Release, The White House, ;1 77°ypa ,38 v"n 77y7 ,13636 N 0IX"W1]
Securing Cyberspace - President Obama Announces New Cybersecurity
Legislative Proposal and Other Cybersecurity Efforts (Jan. 13,

2015); Homeland Security Presidential Directive/HSPD-7 - Critical
Infrastructure Identification, Prioritization, and Protection §25, 2
PuB. PAPERS 1739 (Dec. 17, 2003)

71nbaDN 127°DN ANINY DPRIKYN NPADIDDNA DA 597 v'a 77yY7 NIAC A miT 110
OFFICE OF THE 1X1 .1277°DN NJAN 7¥ N1TDX7 AT 77102 1107 nd2wnn 2018
.8 'nya ,34 v"n 77y'7 ,PRESIDENT

.98 v"n 7°y7 ,NIPP 2013 111
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DHS1 1 7v 7nmunn (Communications Integration Center, NCCIC
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771 X 01w (Information Sharing and Analysis Centers, ISACs)
TI'DM7 WA 0N 7071 J1'0Mj7 NPTW 7'YAnil 711NaN AXIN

.42 w"n 77yY ,41 nPoaxowl navopaT 112

CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, CRITICAL INFRASTRUCTURE 113
CROSS SECTOR COUNCIL CHARTER (2015)

.7-5 'mya ,97 v"n 77y7 ,NIACh mT 114
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.4711 o’3°ypa ,99 p"n 77y ,13691 n nix wi np7nn 115

102(15) 77°ypa ,73 p"n 77yY7 ,2015 yT°nn 7107w 710 ;3-2 0°9°yD1 00 116
N1110 oY Y770 7107w 713707 ya111) 103(b)(1)(B) 7°yDpa1 (17013 N1aN D1TAN)
Protecting Cyber Networks Act, .(n17v777 m1?apn 2ATANN 127KV N17D18
H.R. 1560, 114th Cong. §11(13)(a) (2015); National Cybersecurity
Protection Advancement Act of 2015, H.R. 1731, 114th Cong. §2(a)(9)(A)
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Jamil N. Jaffer, Carrot and Sticks in Cyberspace: Addressing Key 124
Issues in the Cybersecurity Information Sharing Act of 2015, 67 SouTH
CAROLINA L. REV. 585 (2017)

77y%7) 2015 yT°nn MmN W 7107 102(14) 1°ypa 13 1TAIN "monitor" nann 125
"to acquire, identify, or scan, or to possess, information that :(73 v"n
is stored on, processed by, or transiting an information system"

112 7102 ATAIN (cybersecurity purpose) "1177D naan nwn" nnnn 126
"purpose of protecting an information system or information that is
stored on, processed by, or transiting an information system from a
.102(4) 97ypa 0w icybersecurity threat or security vulnerability"

,0v) 2015 yT°nn min2w 710 "information system" ninn naTan 177ay7 127
1170772 nnw7w ,44 U.S.C. §350271 ny?31An N1TANT7 n13an ,(102(10)(A) 97yDa
"the term 'information system' means a discrete set of information
resources organized for the collection, processing, maintenance, use,
711X 1m72 ,sharing, dissemination, or disposition of information"
U130 IPNN1 YT 7Y 710791 pINCY ,T12°Y ,T1D7°KY7 0°pNpNn Yy1°n MMgn 7y
"The term 'information :y7°n m137yn 7v 0221w 0°A10 2015 yT°nn 7107 710
system' includes industrial control systems, such as supervisory
control and data acquisition systems, distributed control systems,
.(102(10)(B) 7°yp1 ,OV¥) and programmable logic controllers"

113 71N 1TAIN "NAAD Pyxax" nnnn 128
(A) IN GENERAL.-Except as provided in subparagraph (B),
the term "defensive measure" means an action, device,
procedure, signature, technique, or other measure
applied to an information system or information that
is stored on, processed by, or transiting an information
system that detects, prevents, or mitigates a known
of suspected cybersecurity threat or security
vulnerability.
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(B) EXCLUSION.-The term "defensive measure" does not
include a measure that destroys, renders unusable,
provides unauthorized access to, or substantially
harms an information system or data on an information
system not belonging to-
(i) the private entity operating the measure; or
(ii) another entity or Federal entity that is authorized
to provide consent and has provided consent to that
private entity for operation of such measure.
.102(7) n7ypa ,ow

.104(b) 77ypa ,op 129

U.S. DEP'T. OF HOMELAND SECURITY & DEP'T 0oF ;109(a), (c) D»@7ypa ,o¢0 130
JUSTICE, GUIDANCE TO ASSIST NON-FEDERAL ENTITIES TO SHARE CYBER THREAT
INDICATORS AND DEFENSIVE MEASURES WITH FEDERAL ENTITIES UNDER THE CYBERSECURITY
INFORMATION SHARING ACT OF 2015 (2016); U.S. OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE ET AL., SHARING OF CYBER THREAT INDICATORS AND DEFENSIVE MEASURES
BY THE FEDERAL GOVERNMENT UNDER THE CYBERSECURITY INFORMATION SHARING ACT

0F 2015 (2016); U.S. DEP'T OF HOMELAND SECURITY & DEP'T OF JUSTICE, FINAL
PROCEDURES RELATED TO THE RECEIPT OF CYBER THREAT INDICATORS AND DEFENSIVE
MEASURES BY FEDERAL GOVERNMENT (2016); U.S. DEP'T OF HOMELAND SECURITY &

DEP'T OF JUSTICE, PRIVACY AND CIVIL LIBERTIES FINAL GUIDELINES: CYBERSECURITY
INFORMATION SHARING ACT OoF 2015 (2016)

Remarks on Signing an Executive Order on Promoting Private 131
Sector Cybersecurity Information Sharing in Stanford, California,
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2015 DAILY ComMp. PRES. Doc. 97 (Feb. 13, 2015); Michael Daniel, What You Need
to Know About President Obama's New Steps on Cybersecurity, THE WHITE
0°8°yDpa ,73 ©"n 77yY% ,2015 yT 00 7M7Y 710 ;HOUSE BLoG (Jan. 14, 2015)
National Cybersecurity Protection Advancement :104(d)(1),(2), 106

ERIC A. FISHER, CYBERSECURITY AND ;8(B) 7°ypa ,116 v"n 7°y%7 ,Act of 2015
INFORMATION SHARING: COMPARISON OF H.R. 1560 AND H.R. 1731 AS PASSED BY THE
House 3-4 (CRS ReporT 7-5700, 2015)
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.2245(a)(5)(a) 9°ypa ,op 133
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Abstract

The unique features of cyberspace, especially hyperconnectivity and the
speed of information transfer, are at the heart of both the great benefits
it brings to society and the huge dangers it poses. The tremendous
damage liable to be caused by cyberattacks, combined with the absence
of adequate incentives for investment in cyber protection, has created a
market failure that justifies government intervention in the regulation of

cyber security.

Governmentinterventionintheregulation of cyber protection faces several
challenges, however. Some of these are technological challenges related
to asymmetries between attackers and defenders, and to the inability to
fully assess the effectiveness of actions taken for cyber protection and
determine the proper sequence of such actions. Others stem from the
complexity of the cyber protection world, which requires the involvement
of experts from other fields, such as economics, psychology, law, and
sociology, alongside experts in technology. Moreover, cyber protection
plans must be cross-sectoral, because the dangers of cyberspace are not

unique to any particular sector or industry, and thus they require an all-
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encompassing regulatory policy as well as an understanding of the unique
characteristics of each sector. Furthermore, cyber protection requires
digital literacy among cyberspace users and policymakers so that they can

make considered, balanced decisions.

Another major challenge is the issue of the “state of many hats.” The
state plays multiple roles regarding cyberspace, wearing different hats
that sometimes conflict with each other: it owns critical infrastructure;
it is responsible for national security and is therefore supposed to protect
critical infrastructure; it acts as a regulator for private-sector entities that
possess cyberinfrastructure and are responsible for protecting it; it plays
an active role in public and private cooperative efforts for cyber protection;
it acts on the international level with and against other countries in an
effort to protect cyberspace, whose geographical boundaries are blurred;
itis a producer and disseminator of knowledge and information regarding
cyber protection; and finally, it can itself serve as a cyber attacker that

poses threats to other states or organizations.

Western countries, including Israel, have been engaged for several years in
attempts to regulate cyber protection. What these various attempts have
in common is the recognition that the vital importance of cyberspace
to the national economy and daily life, combined with the weaknesses
of cyberspace, poses many dangers to the public sector, the private
sector, and the populace as a whole. This understanding has led to the
adoption of the conceptual approach underlying effective regulation of
cyber protection: that responsibility is shared by all actors, and that the
regulation of cyberspace should not apply only to critical infrastructure
or focus solely on the public sector. At the same time, the scope of this
responsibility, the type of regulation that is appropriate, and the regulatory
tools chosen should be determined based on the anticipated level of
risk to the public interest from a successful cyberattack against each
actor or sector. This approach is similar to the principle of “common but

differentiated responsibilities” that has become standard in international
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law in the context of environmental protection and mitigation of climate-

change harms.

This study surveys cyber protection policy in several countries: the United
States, Australia, England, the European Union and two of its member
states (Denmark and France), and Israel. The different countries employ
a variety of regulatory tools to protect cyberspace: hard/centralized
command-and-control regulation; soft/decentralized command-and-
control regulation; collaborative regulation; and self-regulation. The
degree of responsibility of each actor in cyberspace, and consequently
the regulatory tool selected to regulate cyber protection, are determined
according to an assessment of the risk to important national interests
posed by a cyberattack on a particular organization or on organizations in
a particular sector. Therefore, the definition of these important national
interests is the key to understanding the scope of state intervention in the

market in order to protect cyberspace.

Unsurprisingly, there is a correlation between the anticipated risk level to
these defined national interests and the degree of state intervention in
the free market, as manifested in the regulatory tool used: the greater the
risk, the more the state tends to apply more “interventionist” regulatory
tools. The clearest outcome of the assessment of risk to important
national interests is the distinction customarily made in all countries
between organizations that belong to critical infrastructure sectors and
those that do not. The regulation of cyberspace in critical infrastructure

sectors is different from regulation in other sectors.

“Important national interests” are defined differently in Israel than in the
other countries surveyed in this study. This difference, which influences
the choice of regulatory tools applied to organizations in different sectors,
is expressed mainly in the scope of either hard/centralized or soft/

decentralized command-and-control regulation.

\
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In June 2018, the Cyber Law Memorandum was published, based on
the idea that the regulation of cyber protection should be carried out by
sectoral regulators using a combination of centralized and decentralized
command-and-control regulatory tools, under the supervision of the
Israel National Cyber Directorate. The Cyber Law Memorandum is a
positive and appropriate step, given the need to provide a formal legal
basis for the activity and powers of the National Cyber Directorate, which
has been operating under the aegis of government resolutions for several

years now.

In our opinion, however, the memorandum does not reflect the broad
perspective required in view of the challenges of developing and
implementing regulation of cyber protection. The regulation of cyber
protection proposed in the memorandum is not based on genuine, in-
depth cooperation with the private sectorand academia, which is essential
given the characteristics of cyberspace. The definition of important
national interests as “vital interests” is too broad; it does not distinguish
between a vital interest and a security target that must function properly
in order to protect an important national interest. Consequently, the
proposed scope of state regulation and government intervention in the

free market is not at all clear, and is liable to be extremely broad.
We therefore recommend the following:

(1) Add to the law proposed in the Cyber Law Memorandum an objects
clause that defines the boundaries of possible interpretation of the

powers granted by the law to the National Cyber Directorate.

(2) Change the current model of “regulating the different regulators,”
and position the National Cyber Directorate as the sole regulator in charge
of setting the rules and required standards for cyber protection. The
regulatory tools to be used should be determined according to the specific
features of each individual sector and the perceived level of risk to the

public interest from a cyberattack against an organization in this sector.
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(3) Ensure that oversight and enforcement powers are given to sectoral
regulators that do not function as security organizations. Rather, these
regulators should operate according to the rules of ordinary administrative

law, including the requirement of government transparency.

(4) Civilianize the National Cyber Directorate, or at least apply to it
principles of public law, and not only the judicial norms that customarily

apply to secret security services.

(5) As much as possible, ensure that standards for cyber protection are
set in conjunction with industry, academia, and the public so that they

suit the characteristics of each sector.

(6) Reduce the powers of the National Cyber Directorate, including by
redefining the terms “vital interest” and “information with security
value”; defining the term “information processing”; setting clear criteria
for the effectiveness required of regulatory agencies with respect to cyber
protection; reducing surveillance powers; eliminating the Directorate’s
residual powers; setting minimum qualifications for office holders in the
Directorate, and clarifying the powers held by each; limiting authorization
to obtain information from an internet service provider or from an
employee of the Israel Security Agency (ISA; the “Shin Bet”) under the
temporary order memorandum; reinforcing the mechanisms for oversight
of the Directorate; and restricting the Directorate’s exemption from civil

and criminal liability.

(7) Stipulate in the law a clear division of powers between the National

Cyber Directorate and other security authorities, particularly the ISA.
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